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(57) The disclosure relates to a method of monitor- 
ing a communications network comprising a plurality of 
node equipment, eg switches, and link equipment, eg 
fibre optic links, in which performance parameters of in- 
dividual components of the node equipment are used to 
determine an overall performance parameter for the 
node equipment. By comparing like performance pa- 
rameters for individual network elements, the perform- 
ance of different types of network element can be com- 
pared with each other. Parameters which can be moni- 
tored include quality of service, cell discard; eel! loss, 
and other measures of network performance. The meth- 
od includes selecting a network element for monitoring 
(180) using a user interface, selecting a parameter to 
monitor (182), eg cell discard for the network element, 
collecting ( 1 83) a plurality of data signals describing that 
parameter, eg in a protocol specific to the network ele- 
ment, and converting the data signals into a generic for- 
mat independent of the type of network element. 



SELECT NETWORK LEVEL 



3— 



SELECT NETWORK ELEMENTS 



SELECT OPERATIONAL PARAMETER 




COLLECT ONE OR MORE 
COMPONENT SIGNALS 

FROM 
NETWORK ELEMENT 



COLLECT ONE OR MORE 
ELEMENT SIGNALS 

FROM 
NETWORK ELEMENT 



CONVERT COMPONENT 
SIGNALS TO ELEMENT 
INDEPENDENT FORM ' 



CONVERT ELEMENT 
SIGNALS TO ELEMENT 
INDEPENDENT FORM 



CONVERT COMPONENT 
SIGNALS TO ELEMENT 
SIGNALS DESCRIBING AN 
OVERALL OPERATION OF- 
AN ELEMENT 



DISPLAY COMPONENT 
DATA 



DISPLAY ELEMENT 
DATA 



FIG 18 



Printed by Jouve, 75001 PARIS (FR) 



RNSDOOID: <EP 



0B4S912A2 I > 



< 166*80 d3>:QI0OaSNQ 



z 



IU9UJ0|8 >tJO/vu9u |enp|Aipu! pies p luepuedepu; 
wjoj b o\u\ s|eu6is e;ep piBS s;j9auod pue }U9tu9|9 
>|jom;9u lenpiAjpui pies o\ oijjoeds uuo} e uj }U9uj 
-8|e ^JOMieu piss jenpiAjpuj ub luoj} s|bu6is Bjep \o $s 
A}i|BJn|d b joe||oo o\ sejBjedo }U9UJ9|9 ^JOMjeu p|Bs 

UUOJ} S[BU6|S BJBp 6ujU|B}qO JO} SUB9UJ p|BS UI9J9UM 

UOI}BJ9dO p9J09|9S piBS 6ujqU0S9p BIBp 
6ujU|B}UOO S|BU6|S BiBp p|BS '}U9UJ9|9 >UOM}9U 9UO 0 S 
}SB9| }B p|ES UUOJ} S|BU6|S B}Bp 6uiUIB}qO JO} SUB9LU 

!6UjJOijUOUJ JOj 1U9LU8|9 >|JOM19U 
9UO ]SB9| IB piBS }0 UOI}BJ9do UB 6ui}09|9S JO} SUB9UJ 

gp 

!6uijo}(uouj joj 

}U91U9|9 >|JOM}9U 9UO }SB8| }B 6uip9|9S JO} SUB9LU 

:6u|sudujoo sruejedde 6uuoi}uoiu ^jom 

-}9U P|BS 'S}U9UJ8|9 >|JOM}8U p9}09UUO0J9}U! }0 Al||BJn|d op 

b 6u|suduJOo >jjom}9U suoiiBOiunujuuoo b 6u»jo}{uolu jo} 
sniejedde 6uuouuouj >|jom}9U b pgpiAOJd si 9jsqi 'uo\\ 

-U9AUj }U9S9Jd 9L11 }0 }09dSB pUOD9S B O} 6U|pJO0OV 

'J9U.JO U.0B9 U,}|M 9|qBJBd(JUOO A| 
-J09J|p 9JB S|BU6|S Biep }U9UOdUJO0 PUO09S PUB JSJI} P|BS $£ 

uoiq/w uj jeujjo} uowiuoo b o} p9jJ9Auoo 9JB s|bu6|s b;bp 

JU9UOdLUO0 }0 S}9S pUO09S pUB }SJI} p|BS *A|qBJ9}9Jd 

J9U.JO M0B9 U,}|M 9|q|}BdUJO0U| Aj|OL|M JO 
A||BllJBd 9JB S}BUJJO} PUO09S pUB }SJ|} piBS UJ9J9UAA OC 

!;U9UJ9|9 >jJOM}9U pUO09S piBS O} 0l}|09dS 
}BUJJO} pUO09S B Uj S|BU6|S B}Bp ;U9UOdUJOD }0 }8S 

puoo9s b }U9UJ9je >|jom}9u puoo9s b tuoj} 6uiu|B;qo 

sz 

!}U9UJ9|9 >JJOM}9U JSJj} p|BS 

oi oi}io9ds jbuujo} isji} e ui s|bu6is b;bp }U9Uodiuoo }o 

}9S }SJI} B }U9LU9|9 >UOy\A}9U JSJJ} B LUOJ} 6uiuiBiqo }0 d9JS 

em S9pnpuj uo|iU9AU! 9U,} }o poqjguj pgjj9}9jd v 

SlU9UOdUJO0 pJBS }0 A}J|BJ oz 
-n|d B }0 J9J9UJBJBd |BUO|lBJ9dO |jBJ9AO UB 6U!qiJOS0p |BU 
-6lS BIBp 1U9UJ9|9 PJBS 'S|BU6|S BIBp }U9UOdlUO0 }0 A}||BJ 
-n|d P|BS Ol 9SUOdS9J UJ |BU6lS Biep JU9UJ9|9 UB 6UI1BJ9 
-U96 }0 d9}S 9q} S9SUdUJOD pOl|19UJ piBS 'A|qBJ9}9Jd 

' 1U9LU9J9 >jJOM}9U 9q} }0 )U9UOdUJ00 9A|P9ds S l 
-8J B }0 UOj}BJ9dO UB 6U!qU0S9p B}Bp 6UIU!B}UOO |BU6|S 

B]Bp luauodujoo p|Bs qoB9 "yjevj^Q >uom;9u |Bnp|Aip 
-ui ub ujoj} sjeu6|s Biep }U9Uodujoo }6 Aj||Bjn|d b 6u|U|B} 
-qo p d9}s 9U,} S9Sudujoo poq}9UJ p|BS A|qBJ9}9Jd 

01 

IU91U9|9 >jJOM}9U |Bnp|A|pU| pjBS }0 }U0pU9d9pU| 
LUJO} B OJUI 'IU91U9|9 >|JOM}9U |BnpiA|pU| p|BS 0\ 0|}|0 
-8dS UJJO} B Uj p9}09|{O0 S|BU6|S BIBp pjBS 6U|y9AUO0 

pUB :iU9U!9|9 >jJOMJ9U |BnpiA s 
-IPUI piBS O; 0|}|09dS UJJO} B U| '}U9UJ9|9 >fJOMJ9U |Bn 

-piAipui ub ujoj} s|bu6is b;bp }o Ai||Bjn|d b 6u|}09||oo 

:6U|JO}!UOUJ JO} }U9LU9|9 >lJOM}8U 9UO 



}SB8| }B piBS }0 J9}9UJBJBd |BUO|}BJ9dO UB 6U|}08|9S 

!6uj 

-JO}|UOLU JO} ;U8UJ9|8 >|JOM}8U 8UO }SB8| ;B 6U|}D8|9S 

:}o sd9}s 9qi 6uisud 
-luoo poq}8UJ pjbs 'sjuauodujoo }o A}||Bjn|d b 6uisudujoo 

qOB9 'S}U9UJ9|9 >UOM}9U }0 Aj|JBJn|d B 6U|SUdUJOO >|JOM 

-}9U suoi;Boiunujujoo b Buuojiuolu }o poq}9UJ b p9piA 
-ojd s; ajaq} 'uo|}U9AU| }U9S9jd aq} }0 pgdsB 9UO u| 



uoiiOdAui 9tn jo Ajeuiiuns 

■6uiou9|J9dx9 s| J9UJOjsno >ijom}9u em qOILjM 
suj9|qojd Aub }o asnBO |BO|uqo8} em A\y\o\nb A}|}U8pi 
o\ sjgujojsno jgsn >jjom}9u ujoj} S9umbu9 oj puods9J o} 

p99U B S| 9J9q} '>JJOM}9U 9q} UO p9J9}UriO0U9 9JB SUJ9f 

-qojd 90|AJ9s U9qM 'Aiibuouippv 'AimqBdBO uoiiB0!}|09ds 
j|n} s}| MO|9q 6uiujJop9d s| jo A|iU8|0i}}8 6uiujjo}J9d }ou 
s| qojLjM iU9Ujdinb9 A}|iU9pi o; pUB 'A}ioBdBO ||n} s}| jBau 
jo }B 6u|>|Jom s| qo|qM iU9Ujdjnb8 >iu|| jo 9pou A}|}U9p! oi 
}UBpoduji s; }| '>|jom}9u 9i|} }0 A}!|iqBsn u|B}uibuj oi 

•>UOM}9U 9U.1 UO UO|JS96UOOO} 6U|pB9| p9}BJn}BS 
9UJO09q ABLU }U9UJd!nb9 >|Uj| jSnpiAjpUj PUB 'p9pBO|J9AO 

9ujoo9q Abuj ;u9UJdmb9 9pou |Bnp|A|pu| sj9sn >jJOM}9U 

LUOJ} S}U9LU9Jjnb9J A}|A!}09UUO0 p9SB9J0Uj pUB SpUBUU 
-9P qiPJM pUBq 6U|SB9J0U| 9JB 9J9qi '9|qB|!BAB 6U|UJO09q 

S90|AJ9S suoijBotuniuujoo M9U o} 9np pus 'jugujdinbg 
spou 9q} Aq p9AJ9s iu9aidmb9 J9UJO}sno p S9pBj6dn 
|BO|6o|ouqD9j oi 9na }U9UJdmb9 >f uj| }o s9dA} }U9J9}}ip 

|BJ9A9S pUB ]U9UJd!nb8 8pOU }0 S8dA} }U9J8}}|p |BJ9A9S 
eSUdUJOO ||IAA >jJOM}8U SUOIlBOJUnUJUJOO B 'AllBOldAj, 

9>i!| 9qj JO >fUI| 9ABMOJ0 

hoi '>fui| 9jqi} |B0t}do ub sb uorrs ^u|| suoiiBOiunujujOD 
-9|9l ojjgqdsoujjB jo |bjj}S9jj9} b jo 'sjGinduuoo 6ui>iU!| 
eiqeo ibixboo b 9|dujBX9 jo} 'asudujoo Abuj s^uji em pUB 

'9niBJBddB LJ01IMS SUO|}EDIUnUJLUO09|91 B JO J9}ndUJO0 

IBuosjad b 9|dujBX9 jo} '9sudujoo Abuj }U9Ujdihb9 apou 
9qi }U9Ujd|nb9 >juii 6ujsudujoo s^uji em 's>ju|| suojibo 
-junujujoo }o A}i|Bjn|d b Aq p9}09uuoo sspou em '1U9lu 
-djnb9 9pou popiAOjd 9jb qoiu.M jb 'S9pou }o A}i|BJn|d b 

S9SUdLUO0 '(NVM) >JJOM19U B9JB 9p|M JO (|\JVl) >|JOMj9U 
B9JB JB0O| B SB ipns '>|JOM}9U J9}ndUJO0 B JO *>|JOM}9U 
9UOLjd 8||qOUJ B >jJ0M}8U Auoqd8|8l B 9|dujBX9 JO} : >jJOM 
-19U SUO|}B0IUnUJUJO0 90|AJ9S |l|nUJ JBUOJJU9AUOO v 

uoijueAUj 5qi o\ punojB^oeg 

9UJBS em 

6ui}U9UJ9|duJ! JO} sniBJBdde 6uuo}|uouj pub poq}9iu 6ui 

-JOIJUOLU ^JOM}9U B 0\ A|9AISn|0X9 }OU L|6nOL|l|B A|JB|nO|l 

-jBd puB 's}U9UJ9|9 >ju|| }o A}||Bjn|d b Aq pgpguuoo sjuguj 
-9|9 gpou }o A;i|Bjn|d b 6u|sudujoo s>ijomi9U suojiboju 
-nujujoo }o pj8j} 8q;oj S9}B|9J uoi}U9Aui ju9S9Jd eqi 



UOjlU9AU| QL\\ lO p|0|d 
UOj)dlJ9S9Q 



z 



SV ZI.6 6iV8 0d3 



I. 



EP0 849 912 A2 



Preferably a said operation comprises a perform- 
ance of said network element. 

A said operation may comprise a service supported 
by said at least one network element. 

Said means for obtaining data signals may operate 
to obtain a plurality of component data signals from a 
said individual network element each said component 
data signal containing data describing operation of a re- 
spective component of said network element. 

Said means for obtaining data may operate to gen- 
erate an element signal in response to said plurality of 
component data signals, said element signal describing 
an overall operation of said plurality of components of 
the network element. 

Brief Description of the Drawings 

For a better understanding of the invention, and to 
show how the same may be carried into effect, reference 
will now be made to the accompanying diagrammatic 
drawings which illustrate by way of example only, pre- 
ferred embodiments and processes according to the in- 
vention, and in which: 

FIG. 1 illustrates an overview of a network monitor- 
ing apparatus according to a first specific embodi- 
ment of the present invention; 

FIGS. 2 and 3 illustrate a functional hardware archi- 
tecture of the apparatus of Fig. 1 ; 
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tecture used to arrange control signals and data sig- 
nals internally in the monitoring apparatus and to 
interrogate node elements of the network and to 
carry out specific processes according to the inven- 
tion; 

FIG. 11 illustrates a session manager display on a 
display device of the monitoring apparatus; 

FIG. 1 2 illustrates a template manager display on a 
display device of the monitoring apparatus; 

FIG. 13 illustrates a process for generating a signal 
describing an overall cell discard operation of a net- 
work element from a plurality of signals describing 
cell discard operations of individual components of 
the network element; 

FIG. 14 illustrates a layout of part of an operating 
layer of the monitoring apparatus for collecting data 
signals from a plurality of network elements; 

FIG. 1 5 illustrates an operation of an element server 
for interrogating an individual network element 
equipment, and for receiving data signals from the 
network element equipment; 

FIG. 16 illustrates a process for implementing col- 
lection of a plurality of data signals from a plurality 
of element servers; 



FIG. 4 illustrates schematically a hierarchical con- 
trol and data processing structure of the network 
monitoring apparatus in relation to a communica- 
tions network; 

FIG. 5 illustrates a first example of a node equip- 
ment comprising the communications network; 
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FIG. 17 illustrates an example of a network level 
monitoring process for determining a cell discard of 
a network element; 

FIG. 18 illustrates a specific method of monitoring 
a communications network, in accordance with the 
present invention; 



FIG. 6 illustrates schematically an overview of a 40 
hardware and software architecture of a server 
processing station of the network monitoring appa- 
ratus; 

FIG. 7 illustrates schematically an overview of a 
hardware and software architecture of a client 
processing station of the network monitoring appa- 
ratus; 

FIG. 8 illustrates schematically an internal control so 
and data processing architecture of the network 
monitoring apparatus; 

FIG. 9 illustrates a control signal and data signal hi- 
erarchy implemented by the network monitoring ap- 55 
paratus; 



FIG. 19 illustrates a display in 3- dimensional graph- 
ical format of a set of operation parameters of a set 
of network elements; 

FIG. 20 illustrates a 2- dimensional display of a set 
of operation parameters of a set of network ele- 
ments; 

FIG. 21 illustrates a 3- dimensional surface display 
of a set of operational parameters of a plurality of 
network elements; and 

FIG. 22 illustrates an example of a service level 
monitoring of a network element in accordance with 
a specific process of the present invention. 



FIG. 10 illustrates an overview of a software archi- 
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switch, upon receipt of a request signal from the network 
management system. 

In more sophisticated conventional switches, a map 
of the network and connections between switches is 
stored in a management information base 21 . For ex- 
ample in the Concorde System Manager for use with the 
Concorde® asynchronous transfer mode (ATM) multi- 
media switch produced by Northern Telecom Limited, a 
management information base (MIB) comprises a soft- 
ware representation of all components of the nodes and 
links and individual connections between the compo- 
nents in a telecommunications network. The network 
management system of the Concorde switch, ie the 
Concorde System Manager (CSM) retrieves data from 
individual components of all switches in the network and 
stores these in a database 22. Individual performance 
data describing operation of individual components is 
automatically polled in the switch every fifteen or thirty 
minutes, and stored in the database 22. The data base 
22 physically comprises a large capacity disk drive ca- 
pable of storing gigabytes of data. The historical data 
base stores a number of hours worth of data concerning 
the operation of the Concorde switch, for example two 
day's worth of data. The oldest data within the data base 
is over written by the most recent data obtained from the 
switch. Certain types of data may be prioritised for stor- 
age. For example billing data may be retained within the 
data base, in preference to other types of data. 

Referring to FIG. 3 herein, the client station 30 com- 
prises an input/output communications port 31 for con- 
necting to the communications input/output port 25 of 
the server station, enabling the client and server to com- 
municate with each other; a processor 32; the user in- 
terface 9, comprising a monitor, a keyboard, and a point- 
ing device eg a mouse, and a further display device eg 
a printer; and a memory 33 for storing control signals in 
the form of a control program, for controlling the data 
processor 32 to perform data processing operations, 
and for storing data files in the form of data signals in 
response to operation of the control program. The com- 
munications ports 25, 31 communicate with each other 
using the known CORBA protocol (Common Object Re- 
quest Broker Architecture). 

Operational Overview 

Referring to FIGS. 1 to 4, users of the client stations 
7, 8 are each able to investigate operation of individual 
aspects of the network from the client stations by per- 
forming a data collection session. Using the user inter- 
face 9, the user of the monitoring apparatus may identify 
individual network elements by creating a visual display 
on the visual display unit 10. The user inputs keypad 
command signals on the keyboard, or inputs signals us- 
ing the pointing device 1 2 to draw an electronically gen- 
erated curser across a display screen which displays an 
electronically generated menu image in order to select 
and identify individual node or link elements to be mon- 



itored. The electronically generated menu presents a 
set of available operational parameters for which an in- 
terrogate response is supported on one or more of the 
network elements. 
5 Operational parameters can be categorised as: 

performance parameters describing the perform- 
ance of a network element, or an individual compo- 
nent of the network element 

10 

a service parameter, describing a service supported 
by one or a plurality of network elements 

Examples of performance parameters may com- 
75 prise: 

a switching capacity of an individual node element; 
a bandwidth of an individual link element; 

20 

a cell discard rate of an individual node element or 
an individual component of a node element; 

a time when an individual channel through a node 
25 .element is unavailable (line unavailable); 

a proportion of time when errors occur on a partic- 
ular channel on a node element, or for all the chan- 
nels on an element as a whole; 

30 

a proportion of time when severe errors occur on a 
line channel through a node element; 

- a number of line code violations; 

35 

a number of line protection switches. 

The network monitoring apparatus interrogates 
each item of node equipment by either sending out in- 

40 terrogation signals to the node equipment to initiate a 
data signal response from the node equipment, or by 
reading data signals already generated by the node 
equipment. Each item of node equipment supplies a plu- 
rality of component data signals (hereafter referred to 

45 as component signals) relating to operations of its com- 
ponents, such as the performance or status of a com- 
ponent or a service supported by individual components 
of the node equipment, or by supplying element data 
signals (hereafter referred to as element signals) relat- 

^o jng to the operation of the node equipment as a whole. 
Operation of the link elements, which may be of a pas- 
sive nature not capable of generating component or el- 
ement signals, may be determined from the component 
signals and/or element signals obtained from the node 

55 equipment. 

In general, the user of the monitoring apparatus 
may monitor the performance and service parameters 
of the node and link elements by displaying operation 
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ponent. In the Concorde Switch, the cell discard com- 
ponent signal is periodically generated tor each Ax card. 

In a modern switch, there may be provided a selec- 
tion of component signals, each component signal com- 
prising data concerning performance of an individual 
component with respect to a specified performance pa- 
rameter or a status of the component, eg on or off. Com- 
ponent signals available from the Concorde Switch in- 
clude, for example, cell discard, rate of incoming cells; 
rate of outgoing cells; queue fill of delay queues. In the 
Concorde switch, the component signals are generated 
by the switch are selected to be read at intervals of every 
fifteen minutes and are stored in data dump 53 of the 
switch. The component signal stored at fifteen minute 
intervals represent operations of individual components 
of the switch at that particular time. The component sig- 
nals stored in the data file are transferred to the data- 
base 22 of the network manager, which stores the sets 
of component signals produced every fifteen minutes by 
the switch. The database 22 comprises a hard drive to 
the server. Transfer of data from the data dump 53 of 
the switch to the historical data base of the network man- 
ager is effected by the network manager, which logs on 
to the switch and requests transfer of the data from the 
data dump 53 using a conventional file transfer protocol. 
Data is transferred from the data dump 53 through a port 
50, and over the communication link 3, one channel of 
which may comprise the communications link 5, out of 
the switch to the network manager. Sets of component 
signals representing operations of the individual com- 
ponents at fifteen minute intervals are stored as data 
signals in the database 22, until the data base is full, at 
which point the oldest data is overwritten by more recent 
data. Typically, the database 22 of the network manager 
stores 32 sets of scheduled component signal outputs 
of the switch, corresponding to poled data over an eight 
hour period. Since the construction and performance of 
the switch apparatus 40 is highly complex, the amount 
of component signals generated is large, and storage of 
component signals requires a large amount of memory. 

In the known Concorde switch, typically there are 
an order of magnitude of hundreds of buffer locations 
where cells can be stored during their migration from an 
input port to an output port. These buffer locations are 
found on line cards, Ax cards and on the switch fabric 
cards. The number of buffers on each switch depends 
on the number of line cards, switch fabric cards and Ax 
cards in the switch, and can vary from switch to switch. 
Each buffer has typically three or four parameters. de- 
scribing performance, such as the occupancy of the 
buffer, the rate at which cells are passing through the 
buffer, and the type of cells in the buffer. In one example 
of a Concorde switch, there are sixteen line cards. 

In addition to providing the scheduled fifteen minute 
data dump of historical performance data, the Concorde 
switch can be interrogated in real time to produce cur- 
rent component signals corresponding to the real time 
operation of the switch, in response to the interrogation 



BNSDOCID: <EP 084991 2A2_f_> 



signals. For a user wishing to obtain real time data con- 
cerning operations of the switch, the monitoring appa- 
ratus converts a user's query entered via the user inter- 
face in to a set of appropriate interrogation signals gen- 
5 erated by the monitoring apparatus to interrogate the 
switch with respect to the user's selected performance 
parameters or service level query. Interrogation signals 
are received via the communications ports 50, and com- 
ponent signals are provided in response, directly over 
10 the link 5. 

The storage of component and element signals in 
the historical database 22 is performed to give specified 
component or element signals relating to specified pa- 
rameters such as cost of billing, to have higher priority 
is for storage than other component or element signals re- 
lating to other parameters, for example cell discard. By 
giving certain sets of data signals priority over others, 
the information contained in the signals can be priori- 
tised in terms of allocation of storage space in the data- 
20 base 22 to reduce the risk of loss or overwriting of the 
component or element signals relating to the more im- 
- portant operational parameters. The importance hierar- 
chy of the operational parameters may be predeter- 
mined by setting a set of control signals controlling the 
25 priority of component and element signals. . . 

Other switches 41, 42 of the communications net- 
work may be less sophisticated than the switch 40 de- 
scribed with reference to Fig. 5 herein. Other telephone 
switch types may provide component signals from which 
30 a lesser range of parameters can be determined. Com- 
ponent signals may be unavailable for certain types of 
performance parameters. Further, for some Switch 
types rather than the switch automatically generating 
component signals at regular intervals, and the network 
35 manager storing these in a database, the component 
signals at regular intervals may need to be obtained by 
interrogating the individual components of the switch dy- 
namically in real time by a respective interrogation sig- 
nal for each component, the interrogation signals being 
40 supplied by the monitoring apparatus. 

For example, in the known Vector® type switch 41 , 
available from Northern Telecom Ltd, performance data 
is not periodically dumped by this type of switch, and so 
the monitoring apparatus accesses the performance da- 
45 ta dynamically in real time using a conventional protocol, 
for example the Hewlett Packard SNMP (Simple Net- 
work Management Protocol). 

In a network comprising a plurality of Concorde 
switches managed by a Concorde System Manager (the 
50 network manager) and one or more Vector switches, the 
management information base of the network manager 
does not contain a map of the individual components of 
the Vector switch. The Vector switch has its own local 
management information base, and the present moni- 
55 toring systems addresses requests for performance da- 
ta concerning the Vector switch through the local man- 
agement information base of that switch Interrogation 
signals sent to the Vector switch in real time result in 
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agement applications. The network management sys- 
tem obtains dynamically in real time selected compo- 
nent signals form the components of the switches and 
delivers these back to the management applications. 
The management applications are each specific to a 
particular type of node equipment, and are split into 
management applications for obtaining current data 
through current component signals, describing real-time 
parameters of the node equipment components, and 
applications for obtaining historical data from the histor- 
ical data base of the network manager. For example, for 
a Concorde switch, there is provided a Concorde current 
data management application 808 and a Concorde his- 
torical data management application 809. For a Vector- 
type switch there is provided a Vector current data man- 
agement application 810 and a Vector historical data 
management application 811. 

Referring to FIG. 9 herein, there is shown schemat- 
ically a transfer of data signals ie component signals and 
element signals, conveying data describing the compo- 
nents and elements, between the signal access layer 
43, the signal management layer 44 and the signal pres- 
entation layer 45. There is also shown the operation of 
control signals between the control layers and the net- 
work elements. The control signals include interrogation 
signals sent to the network elements from the signal ac- 
cess layer 43, for reading component signals, requests 
for component or element signals sent from the signal 
management layer to the signal access layer 32, re- 
quest signals for component signals and element sig- 
nals, the request signals sent from the signal presenta- 
tion layer 45 to the signal management layer 44, and 
request signals for component signals and element sig- 
nals, the request signals sent from the user interface 9 
to the signal management layer 44. Data signals are 
passed between the signal presentation, signal man- 
agement and signal access layers, and are processed 
within those layers. 

Data signals and control signals are passed be- 
tween the signal presentation layer, the signal manage- 
ment layer and the signal access layer by encapsulating 
the data signals and control signals as objects in an ob- 
ject oriented language. An object may comprise both a 
control signal and a data signal. In a preferred method, 
described herein the architecture of the layers 43 - 45 
is based around a Shlaer Mellor information model 
which divides the signal presentation layer, signal man- 
agement layer and signal access layer into a number of 
sub-sections which map the objects in the model onto 
the different layers. This is one example of implementa- 
tion of the control layers 43 - 45 and is now described. 
However, the invention is not limited to implementation 
in an object orientated language. 

Control Signal Architecture Overview 

FIG. 1 0 herein shows an overview of the Shlaer Mel- 
lor information model architecture used to implement 



the signal access layer, signal management layer and 
signal presentation layer. Constituent objects compris- 
ing data signals and control signals of the layers are cat- 
agorised as follows, and interact with each other as de- 
s scribed below and in general with reference to Fig .10. 
The names given to the objects are arbitrary. 

(i) Mufti-Layer objects 

io Data Spec 

A Data Spec object comprises a control signal por- 
tion containing a set of specification objects which spec- 
ify the data that is to be collected from the network. The 
is signal presentation layer creates objects of the Data 
Spec type which are passed to the signal management 
layer as a request signal for the data collection process 
to.be started. 

20 Temporal Spec 

A Temporal Spec object comprises a control signal 
portion which holds the temporal information associated 
with a request for the data collection process to start, as 

2S conveyed by a Data Spec object. The Temporal Spec 
object has a polling interval attribute, which is a periodic 
interval at which the node or link element hardware will 
be polled for data. The Temporal Spec object also de- 
fines an end time so that the data collection session, for 

30 collecting component signals, can be automatically ter- 
minated after a defined period of time has elapsed. 

Historical Temporal Spec 

35 A Historical Temporal Spec object comprises a con- 
trol signal portion which is a sub-type of the Temporal 
Spec object, and defines a historical point in time from 
which component signals are to be collected from the 
Network Element. Use of a Temporal Spec and a His- 

40 torical Temporal Spec object enables both historical and 
current data to be collected within a single data collec- 
tion session. If the end time defined in the Historical 
Temporal Spec object has not already elapsed then the 
data collection session will begin to poll the node ele- 

45 ment hardware for real-time data signals after retrieval 
of the historical data signals from the node element 
hardware. 



Future Temporal Spec 



50 



A Future Temporal Spec object is a sub-type of the 
Temporal Spec object, and defines a future point in time 
when data signal collection is to begin. Collection of data 
signals at a predetermined future time can be instructed 
55 by the use of a Future Temporal Spec object. The Future 
Temporal Spec object defines a start time and an end 
time for data signal collection from the node elements. 
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Parent Index 

A Parent Index object is an object describing a list 
of all the components. A Parent Index object is funda- 
mental to the operation of the signal access layer. The 
signal access layer comprises several different man- 
agement applications, 808 - 811 each supporting a dif- 
ferent type of node element equipment, eg a different 
switch type. The management applications in the signal 
access layer have specific interfaces which enable them 
to interrogate individual components of a network ele- 
ment. The Data Access Spec Element object is equip- 
ment specific, since the information contained in the Da- 
ta Access Spec Element object is dependent upon the 
switch type and the performance parameters which can 
be monitored by receiving component signals from the 
particular switch. Each management application uses 
the Parent Index object to identify performance param- 
eters that it is capable of processing. 

Abstract Nodal Network Spec Element 

An Abstract Nodal Network Spec Element object 
specifies components that have a one-to-one corre- 
spondence with an instrumentation point on an item of 
equipment, for example a channel termination point (the 
end points of a permanent virtual circuit), a link end 
point, or an individual switching element. 

Nodal Network Spec Element 

The Nodal Network Spec Element object maps to a 
Network Spec Element object or a Service Spec Ele- 
ment object. The Nodal Network Spec Element object 
inherits the behaviour of the Abstract Nodal Network 
Spec Element object. 

Nodal Service Spec Element 

A Nodal Service Spec Element object is a sub-type 
of Abstract Nodal Network Spec Element object. The 
Nodal Service Spec Element object supports an addi- 
tional relationship to enable navigation back to the Serv- 
ice Associated Network Spec Element object, and the 
set of services that are associated with that object. The 
Nodal Service Spec element inherits the behaviour of 
the Abstract Nodal Network Spec Element. 

Data Access Expression 

A Data Access Expression object is used to repre- 
sent a tree-like mathematical expression. The mathe- 
matical expressions are built up by the signal access 
layer and subsequently evaluated or interpreted as part 
of the implementation of the nodal level computations. 
Element level computations comprise computing a plu- 
rality of component level signals converted to generic 
format into a single element level signal, in the form of 
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an object in generic form describing the plurality of com- 
ponent level signals. For example, the relationship be- 
tween the component signals and element signal may 
be that the element signal is a simple summation or av- 
5 eraging of the component signals. In this case, the Data 
Access Expression object would represent a mathemat- 
ical expression implementing a simple summation or av- 
eraging. 

On the other hand, a relationship between a plural- 

io jty of component signals and an element signal may be 
that the element signal is a probabilistic function of the 
plurality of component signals. In this case, the Data Ac- 
cess Expression object would implement a complex 
mathematical probabilistic expression for mapping the 

15 component signals contained as Atomic Spec Element 
objects to an element signal contained in the form of a 
Data Management Spec Element, a Service Spec Ele- 
ment or a Network Spec Element. 

The Data Access Expression object comprises an 

20 operand object, which can be either in the numerical 
constant, or in a Data Access Expression object, or an 
Atomic Spec Element object. The operand object, to- 
gether with a set of operators in the Data Access Ex- 
pression object form an evaluation tree which is efficient 

25 to evaluate. 

In the preferred embodiments, the above Shlaer 
Mellor information model is implemented in the pro- 
gramming language SmallTalk, although other object 
oriented programming languages may be used. 

30 

Detailed Method of Operation 

Referring to. FIGS. 6 to 12. the functioning of the 
control groups 43 - 45 are summarised as follows: 

35 

Signal Presentation Layer 

The signal presentation layer 45 controls the oper- 
ation of the user interface 9 and the generation of visual 

40 displays on the visual display unit 1 0, as well as control- 
ling the conversion of user requests, entered via the key- 
board 11 and pointing device 12 in conjunction with the 
visual displays into request signal objects, requesting 
component or element signals from the signal manage- 

45 ment layer. The user controls a monitoring session using 
a Session Manager display in Fig. 11 . Using the Session 
Manager Display, individual services provided across a 
network, for example tracing the path of an individual 
call connection between first and second customer sites 

50 connected to first and second node elements can be 
monitored. An example of a display of the Session Man- 
ager display 1 1 0 on the display device 6 is shown in Fig. 
11 herein. The Session Manager display is used to in- 
struct a signal collection session for collection of com- 

55 ponent signals from the network elements. Using the 
Session Manager display, a user can specify a period 
over which a service is monitored. The user can specify 
one or a plurality of connections of the communications 
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made available to individual users of the apparatus via 
their client stations, or may compile performance files 
812 available for inspection only by a specified user in 
response to a predetermined authorization code signal. 

The signal management layer additionally manages 5 
the breakdown of request signals from the signal pres- 
entation layer which specifies network-wide collection 
. of element signals concerning a particular parameter. 
The signal management layer breaks down a network- 
wide request for data signals concerning a parameter 10 
into a plurality of individual request signals addressed 
to each type of element, and specifying the parameter. 
For example, a request for data is broken down into Vec- 
tor request signals, Concorde request signals and Pass- 
port request signals where there are Vector, Concorde '5 
and Passport type switches in the network. The signal 
management layer handles the sending of the individual 
requests for element signals to the appropriate ele- 
ments at their respective network addresses, by send- 
ing the request signals to the signal access layer. The 20 
signal management layer also maps the responses from 
the request signals back to the original request of the 
user and stores the responses, comprising component 
signals and\or element signals into a user file corre- 
sponding to the original request. 25 

The signal management layer manages requests 
for collection of component or element signals over a 
specified ttme window, specified by the signal presen- 
tation layer in the form of the Temporal Spec objects, 
either historic, immediate or future, and is responsible 30 
for notifying the signal presentation layer of new sets of 
component or element signals which become available 
from elements, and for polling elements at predeter- 
mined time periods compatible with the node or link 
equipment comprising the element. For example, a 35 
switch element may respond to polling every 15 or 30 
minutes, and the signal management layer is responsi- 
ble for sending signals to the signal access layer in order 
to collect the component or element signals at these in- 
tervals. 40 

Additionally, the signal management layer stores 
the parent objects describing the relationship between 
node elements and link elements in the communications 
network. The signal management layer supplies signals 
to the signal presentation layer, identifying connections *s 
between node elements and links elements for tracing 
call connections through the communications network. 

The signal management layer is sub-divided into 
the set of application layers, comprising a performance 
data management application 805, a performance data so 
session server 806, and a file server807. The file server 
is split into a server processor based file server, and a . 
client processor based file server as shown schemati- 
cally in FIG. 8 herein. 

The performance data management application 55 
805 is responsible for servicing request signals from the 
signal management layer concerning: 



a request for a snapshot of current performance da- 
ta of specified elements or components; 

a request signal for a set of historical data concern- 
ing specified elements or components; 

a request for periodic polling of current performance 
data; and 

a request for a set of historical data updated with 
periodic polling of current data. 

The performance data management application 
does not directly perform the collection of the compo- 
nent signal and element signals, but delegates this task 
to the performance data session server 806. The per- 
formance data session server 806 is an application re- 
sponsible for collecting component signals and element 
signals from the data access layer. The storage of com- 
ponent signals and element signals in the performance 
files 812, 813 is controlled by the performance data 
management application 805, which stores current and 
extracted historical data in the performance files 812, 
813. 

The performance data management application al- 
so controls the visibility of data collection sessions by " 
individual client station users, so that a user running a 
session on one client station does not have access to 
the data collection sessions of another user. 

A performance data session server 806 is created 
by the performance data management application each 
time a request for a new signal collection session is re- 
ceived by the performance data management applica- 
tion from the user. The performance data session server 
performs the collection of the operational information, 
by instructing the signal access layer to collect compo- 
nent signals and element signals. The performance data 
session server also coordinates the data collection for 
both the current data and historical data. 

The performance data session server provides: 

requests for data on multiple switches at a time; 

requests for combination of current and historical 
data, including polling for current data over time; 

retrieval of component signals and element signals 
for the respective switch element types from the sig- 
nal access layer; ■. 

collation of responses from the signal access layer 
into a single response; and 

controlling the destination of received component 
and element signals for storage. 

Both the signal presentation layer and the signal 
management layer comprise a generic layer of control 
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to determine whether the small amount of cell discard 
for the switch was due to a small amount of cell discard 
in each pool, or to no cell discard in most pools but heavy 
cell discard in a few pools. 

To look into the performance of each component of 5 
the network element would require inspection of each 
component signal. Inspection of the individual compo- 
nent signals would reveal, in the example above, that 
most cell pools were operating efficiently, but a few cell 
pools had heavy cell discard. 10 

The example shown in FIG.1 3 illustrates one exam- 
ple of an element signal describing an overall perform- 
ance of a network element in relation to a single param- 
eter, in this case cell discard. Other element signals re- 
lating to the performance of an element as a whole in is 
relation to a selected parameter may be compiled using 
more complex mathematical functions, or probability ex- 
pressions. The expressions used to compile a plurality 
of component signals into an element signal are con- 
tained in the data access expression objects described 20 
herein above. 

Operation parameters of node and link elements 
are described in generic format at the network level. Net- 
work level operational parameters represent an overall 
view of an element as a whole, and enable different 25 
node element equipment types to be compared with 
each other with respect to a specified operational pa- 
rameter. For example, in the case of cell discard, the 
network level operational parameter may be given as a 
cell discard figure of cells discarded per second. This 30 
allows direct comparison of cell discard per second be- 
tween different switch types having differing architec- 
tures. 

Collection of Component Signals 35 

Since in general the network comprises a number 
of different types of network element, each network el- 
ement may respond to a different signal protocol or sig- 
nal type in order to generate component signals. To ac- 40 
commodate each different type of node element, the sig- 
nal access layer 43 comprises a plurality of individual 
node element servers shown schematically in FIG. 14. 
Each element server may comprise a set of dedicated 
hardware elements 140, 142 for receiving component 45 
signals from the individual components of the network 
elements, and for sending interrogation signals in a form 
which are readable by the specific equipment type com- 
prising the network element addressed, and one or 
more application programs for controlling the. hard ware, so 
For example, each individual network element server 
converts component signals in the signal protocol spe- 
cific to the particular node equipment addressed, into 
component signals in a uniformly readable format, for 
example as an object in the programming languages, 55 
C++ or SmallTalk, in which form they may be compatible 
with the signal management layer, or compiled into ele- 
ment signals by the signal access layer. Each network 



element server is specifically designed to interface with 
a particular type of node equipment. For example : ele- 
ment servers 140-142 for an asynchronous transfer 
mode (ATM) switch such as a Concorde type or a Vec- 
tor-type switch, or a Passport-type switch manufactured 
by Northern Telecom Limited, as illustrated in FIGS.4.6 
and 14. 

Referring to Figs. 14 and 15, in the case of a net- 
work element server 140 for interrogating the Concorde 
type ATM switch, retrieval of component signals is made 
by inspection of the historical database comprising part 
of the Concorde ATM switch. The Concorde switch con- 
tinuously generates and stores component signals de- 
scribing performance parameters of each of the compo- 
nents within the switch in the form of managed objects 
150. The component signals stored in the Concorde 
switch are accessible through a system of control sig- 
nals in the form of managed objects, which allow access 
to the component level signals through a SmallTalk lan- 
guage message (GetCurrentDala). The SmallTalk man- 
aged object message 1 50 is passed to a Real Time Con- 
troller 143 through a managed object adaptor 151 over 
a known interface 152, for example a Corba IDL inter- 
face. The managed object adaptor 151 converts the 
component signal received from the Concorde switch to 
the form of a SmallTalk object 1 50, which is directly read- 
able by the signal management layer, or which can be 
compiled along with other objects relating to component 
signals of other components into a network level ele- 
ment signal by the signal access layer. 

The Concorde ATM switch is a relatively advanced 
switch type. The Vector type switch requires a network 
element server 142 configured specifically to be com- 
patible with the Vector switch. The Vector network ele- 
ment server 142 comprises a Hewlett Packard Open 
View application, which sends signals to and receives 
signals from the Vector switch using the SNMP protocol. 
Alternatively, the component signals are compiled into 
a network level element signal by the signal access layer 
43 prior to sending to the signal management layer. 

Referring to Fig. 16, there is shown an example of 
operation of a set of node element servers 167-169. 
Each node element server collects component level sig- 
nals from the corresponding node elements which it 
supports in response to a network level request signal 
160 received from the signal management layer 44 re- 
questing element or component signals from a plurality 
of elements. The request signal may comprise a plurality 
of subsidiary signal, portions 161 to 164. For example 
a request signal received by the signal access layer 43 
may comprise a signal portion 161 requesting the cell 
discard for all components having cell pools in a switch 
element E1 , a signal portion 162 requesting a line failure 
count for all appropriate components in the switch ele- 
ment E1 , a signal portion 1 63 requesting the line errored 
seconds count for all appropriate components in the 
switch E1 , and a signal portion 1 64 comprising a request 
for cell discard for all components having cell pools in a 
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monitoring the VPI/VCI space utilisation for link 

monitoring the VPI/VCI percentage space utilisa- 
tion for a link 

5 

monitoring the bandwidth utilisation per quality of 
service per direction for a link 

monitoring the percentage bandwidth utilisation for 
quality of service per direction for a link io 

monitoring the cell discard due to congestion per 
quality of service 

monitoring the percentage cell discard due to con- is 
gestion per quality of service 

monitoring the queue fill per priority 

monitoring the percentage queue fill per priority. 20 

Example of Network Level Monitoring 

Referring to FIGs.17 and 18 herein, a plurality of 
node equipment 170, 171, 172, 173 can each be mon- 2S 
itored at the network level by selecting the network level 
in step 180 and making a network level query using the 
Session Manager display 110 and specifying the net- 
work level in the level display 114. Individual network 
elements to be monitored are selected in step 181 . In 30 
step 182, the performance parameter to be monitored 
is selected in the Template Manager display 120. In an 
example of monitoring cell discard, each switch 170, 
171, 1 72, 173 is interrogated over the network itself, to 
provide for each switch, a numerical figure representing 35 
the cell discard rate of the whole switch. If the switch in 
capable of generating element signals describing oper- 
ation of the whole switch with respect to the selected 
operational performance parameter, then one or more 
element signals are collected in step 183. The element 40 
signals may be collected in a protocol or format specific 
to the switch , and are converted to a switch independent 
format within the signal access layer, in step 184. If the 
switch generates only component signals, then in step 
1 85 one or more components signals are collected and 45 
are converted from a protocol or format specific to the 
switch to a switch independent form in step 186 if nec- 
essary. The plurality of component signals may be used 
by the signal access layer to determine one or more el- 
ements signals . describing an overall operation of the so 
switch in relation to a parameter in step 187, which is 
displayed by the signal presentation layer in step 188. 
Alternatively, component data contained in individual 
component signals and relating to operational parame- 
ters of individual components can be displayed in step 55 
189. 

A data output of the monitoring apparatus compris- 
ing a plot of cell discard rate with time for each switch 



can be plotted as a 3D visual display, as shown in FIG. 
18, so that the overall cell discard on each node element 
can be compared to each other, even though the indi- 
vidual switches comprising the node elements are of dif- 
ferent types. In FIG. 18. the cell discard is plotted on the 
vertical axis, lor each of four different switch types plot- 
ted on the Y horizontal axis, over time intervals plotted 
on the X horizontal axis. 

Referring to FIG. 20 herein, there is shown another 
data output of the monitoring apparatus comprising a 
two-dimensional visual display of cell discard at the net- 
work level for the switches comprising the node ele- 
ments 170, 171, 172, 173 respectively of FIG. 17. The 
cell discard due to congestion is plotted radially out- 
wards from origin 200 of the display. Using such a dis- 
play, a large number of switches can be accommodated. 
Where the cell discard on each switch is roughly com- 
parable, the display adopts a symmetrical shape. Any 
asymmetries in the display alert the user to a high cell 
discard rate on a particular switch. For example in FIG. 
20 switch 1 shows a relatively high cell discard com- 
pared to switches 2, 3 and 4 and switch 3 shows a rel- 
atively low cell discard compared to switches 1 , 2 and 
4. By visual inspection of the display, this information is 
available to the user easily and in a readably under- 
standable form. 

Referring to FIG. 21 herein, there is shown a 3 di- 
mensional surface plot of net switch cell discard for a 
plurality of switches at the network level. Peaks in the 
3-D surface indicate high cell loss for a switch. Using 
such a plot, a user can gain an overall view of the health 
of the network with respect to the cell discard parameter. 

Service Level Functions 

At the service level a user can inspect individual 
connections, treating the switch as a network level ele- 
ment, which is not sub-divided into constituent compo- 
nents, or as a component level item in which individual 
components can be inspected. Generic operation pa- 
rameter functions, contained as data in element signals 
are determined at the service level from a plurality of 
component signals. 

An example of a service level operation parameter 
for inspecting traffic over individual channel compo- 
nents of a link is the monitoring of usage data per con- 
nection per direction. 

Cells transmitted from both end points of a connec- 
tion over a link are monitored. The measure of cells 
transmitted from each end point of the connection effec- 
tively gives a measure of usage data per direction of the 
connection. A numerical value recorded could be either 
a count of cells transmitted, or an average cell count 
over a period time. Data concerning cells transmitted is 
available as component signals, which are counted to 
produce an element signal describing operation of the 
whole switch. 

Other examples of operation parameters which can 
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Claims 

1 . A method of monitoring a communications network 
comprising a plurality of network elements, each 
comprising a plurality of components, said method 
characterised by comprising the steps of: 

selecting at least one network element for mon- 
itoring (181); 

selecting an operational parameter of said at 
least one network element for monitoring (182); 

collecting a plurality of data signals from an in- 
dividual network element, in a form specific to 
said individual network element (183); and 

converting said data signals collected in a form 
specific to said individual network element, into 
a form independent of said individual network 
element (184). 

2. A method as claimed in claim 1 , comprising the step 
of obtaining a plurality ol component data signals 
from an individual network element (1 85), each said 
component data signal containing data describing 
an operation of a respective component of the net- 
work element . 

3. A method as claimed in claim 2, comprising the step 
of generating an element data signal in response to 
said plurality of component data signals, said ele- 
ment data signal describing an overall operational 
parameter of a plurality of said components. 

4. A method as claimed in claim 2, comprising the step 
of obtaining from a first network element a first set 
of component data signals in a first format specific 
to said first network element; 

obtaining from a- second network element a 
second set of component data signals in a sec- 
ond format specific to said second network el- 
ement; 

wherein said first and second formats are par- 
tially or wholly incompatible with each other. 
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means for selecting at least one network ele- 
ment for monitoring (10, 24); 

means for selecting an operation of said at least 
one network element for monitoring (10, 24); 

means (43) for obtaining data signals from said 
at least one network element, said data signals 
containing data describing said selected oper- 
ation, 

wherein said means for obtaining data signals 
from said network element operates to collect 
a plurality of data signals from an individual said 
network element in a form specific to said indi- 
vidual network element and converts said data 
signals into a torm independent of said individ- 
ual network element. 

7. A network monitoring apparatus as claimed in claim 

6, wherein a said operation comprises a perform- 
ance parameter of said network element. 

8. A network monitoring apparatus as claimed in claim 

7, wherein a said operation comprises a service 
supported by said at least one network element. 

9. A. network monitoring apparatus as claimed in any 
one of claims 6 to 8, wherein said means for obtain- 
ing data signals operates to obtain a plurality of 
component data signals from a said..iaclividual net- 
work element each said component data s ignal con- 
taining data describing operation of a respective 
component of said network element. 

10. A monitoring apparatus as claimed in any one of 
claims 6 to 9, wherein said means for obtaining data 
operates to generate an element signal in response 
to said plurality of component data signals, said el- 
ement signal describing an overall operation of said 
plurality of components of the network element. 



A method as claimed in claim 4, comprising the step 
of converting said first and second sets of compo- 
nent data signals to a common format in which said 
first and second component data signals are direct- 
ly comparable with each other. 



so 



6. A network monitoring apparatus for monitoring a 
communications network comprising a plurality of 
interconnected network elements, said network 
monitoring apparatus characterised by comprising: 
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